4 Booting and Shutting Down

· Bootstrapping is the standard term for “starting up a computer.” 
· During bootstrapping, the kernel is loaded into memory and begins to execute.
· Boot time is a period of special vulnerability. Errors in configuration, missing or unreliable equipment, and damaged file systems can all prevent a computer from coming up.
· When a computer is turned on, it first executes boot code that is stored in ROM. 
· That code in turn attempts to figure out how to load and start the kernel. 
· The kernel  spawns the system’s init process
· Before the system is fully booted, file systems must be checked and mounted
Steps in the boot process
A typical bootstrapping process consists of six distinct phases:
• Reading of the boot loader from the master boot record
• Loading and initialization of the kernel
• Device detection and configuration
• Creation of kernel processes
• Administrator intervention (single-user mode only)
• Execution of system startup scripts




Kernel initialization
· The kernel is itself a program, and the first bootstrapping task is to get this program into memory so that it can be executed. The pathname of the kernel is vendor dependent, but it has traditionally been something like /UNIX or /vmunix. 
· On Linux systems, the kernel is usually some variation of /boot/vmlinuz
· Most systems implement a two-stage loading process. During the first stage, the system ROM loads a small boot program into memory from disk. 
· This program, called the boot loader, then arranges for the kernel to be loaded
Hardware configuration
· One of the kernel’s first chores is to scrutinize the machine’s environment to see what hardware is present. 
· The kernel prints out a line of cryptic information about each device it finds.

Creation of kernel processes
· Once basic initialization is complete, the kernel creates several “spontaneous” processes in user space. They’re called spontaneous processes because they are not created through the normal system fork mechanism





Some common kernel processes on Linux systems
Thread                  What it does 	
kjournald             Commits file system journal updates to disk 
kswapd                Swaps processes when physical memory is low 
ksoftirqd              Handles soft interrupts if they can’t be dealt with at                
                              context switch time 
khubd                   Configures USB devices

· These processes all have low-numbered PIDs and can be identified by the brackets around their names in ps listings (e.g., [kacpid]). 
· Sometimes the process names have a slash and a digit at the end, such as [kblockd/0]. The number indicates the processor on 
which the thread is running.

Execution of startup scripts
· By the time the system is ready to run its startup scripts, it is recognizably UNIX. 
· The startup scripts are just normal shell scripts,and they’re selected and run by init according to an algorithm
